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Abstract—The transition to post-quantum cryptography re

quires hardware implementations whose functional correctness 

and interface compliance can be established efficiently. This 

paper presents a unified verification pipeline for FPGA cryp

tographic accelerators, using a Number Theoretic Transform 

(NTT) accelerator for ML-KEM (FIPS 203) as a case study. 

The strategy assigns four complementary verification approaches 

according to their respective strengths and design hierarchy: 

formal verification with Sby for arithmetic modules, functional 

verification with Cocotb, and shared Python reference models for 

general-purpose modules and integration, VUnit with OSVVM 

for verifying the AXI4-Stream and AXI4-Lite interfaces and 

hardware-in-the-loop (HIL) verification with the accelerator 

implemented on an Arty Z7-20 development platform to test the 

design in an environment close to production. A Makefile and 

a centralized YAML configuration (project_config.yml) 

provide simplified execution flows and light/full profiles intended 

for CI/CD integration. Six formal tasks, 13 Cocotb test files and 

2 VUnit testbenches exposed an input range limitation in the 

modular reduction, an ignored validation signal, and an AXI4-

Stream TLAST protocol violation. Aggregated Cocotb/VUnit 

code coverage reached 92.75% per design unit and 80.71% 

per instance. Formal, Cocotb, VUnit+OSVVM, and HIL stages 

took 22:14, 5:29, 2:50 and 8:06 (min:s), respectively, distributing 

Cocotb across open-source and commercial simulators reduced 

its time to 2:46. The results show a unified verification pipeline 

that reduces duplicated verification effort while easing the veri

fication tasks and technique orchestration complexities.

Index Terms—post-quantum cryptography, ML-KEM, NTT, 

FPGA, functional verification, formal verification, Cocotb, hard

ware-in-the-loop

I. Introduction

The growing demand for advanced computing in data cen
ters, embedded systems, next-generation communications and 
artificial intelligence is producing increasingly complex digital 
systems [1]. Under supply-chain uncertainty and constrained 
ASIC manufacturing capacity [2], [3], FPGAs provide design 
flexibility, rapid prototyping and lower development cost. 
Their increasing complexity, however, expands the behaviors 
that must be checked before production and the risk of non-
trivial defects escaping verification [1]. The Intel Pentium 
FDIV bug, whose recall cost was estimated at $475 million 
[4], [5], illustrates the potential impact of an undetected 
hardware error reaching production.

No single verification technique covers all types of designs 
and potential risks. Simulation offers control and visibility 
but generally cannot provide exhaustive guarantees, emulation 
and prototyping exchange internal observability for execution 
speed, and formal verification explores state spaces exhaus
tively with a solver engine, but it is not apt for modules with 
high latency or complex arithmetic [6].

Verification is especially relevant in critical systems, where 
potential failures can negatively impact large swaths of soci
ety. The internet, instant messaging, financial transactions, and 
all kinds of information exchange in general are secured by 
cryptographic algorithms.

For a cryptographic algorithm to provide the guarantees a 
given application requires (confidentiality, integrity, authenti
cation, and non-repudiation), a correct implementation is not 
sufficient [7]. The algorithm itself must be appropriate, that 
is, not vulnerable to the threat model under consideration. 
Modern cryptography rests on the notion of semantic security, 
under which confidentiality holds because extracting informa
tion about a message from its ciphertext is computationally 
infeasible [8], [9]. Because that infeasibility is defined relative 
to the adversary’s computational power, the threat model must 
widen once adversaries with new computational models are 
considered, such as quantum computing.

Quantum algorithms such as Shor’s [10] threaten current 
public-key schemes and motivate the transition toward quan
tum-resistant primitives [11]. The urgency is heightened 
by Harvest Now, Decrypt Later (HNDL) attacks, in which 
encrypted data is stored until sufficiently capable quantum 
computers become available [12]. Post-quantum cryptography 
is the response to the “quantum threat”, which consists of 
devising cryptographic algorithms that are resistant to attacks 
from both classical and quantum computers. As part of 
the global effort to transition to post-quantum cryptography, 
the National Institute of Standards and Technology (NIST) 
initiated a process [13] to develop appropriate standards. The 
process has resulted in the standardization of 3 algorithms: 
ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA 
(FIPS 205). With the standards in place the challenge of 
correctly developing implementations remains.

The two main contributions of this work are:



• A reproducible pipeline that shares reference models, 
centralizes configuration and supports fast and complete 
execution profiles.

• An evaluation on the ML-KEM NTT accelerator that 
was provided, reporting defects, integration, observa
tions, coverage, and execution time.

The work addresses functional correctness and integration 
of the accelerator, it does not claim coverage of physical 
attacks such as side-channel analysis which could be part of 
a broader verification effort. The remainder of this paper pre
sents how each verification approach was selected, the design 
that was provided, the pipeline and results and conclusions.

II. Verification Framework and Technique Selec
tion

FPGA-oriented verification can be organized along six axes: 
approach, verification domain, granularity level, stimulus gen
eration, development stage, and type of evidence. This view 
makes explicit that each technique contributes complementary 
evidence rather than acting as interchangeable alternatives.

UVM [14], UVVM [15], OSVVM [16], VUnit [17], and 
Cocotb [18] were evaluated according to the following crite
ria: learning curve, capabilities, reuse, productivity, flexibility, 
and applicability for cryptographic designs. With uniform 
weighting on a 1-to-5 scale, Cocotb obtained 25/30, VUnit 
23/30, UVVM, OSVVM 20/30, and UVM 17/30. The purpose 
of these scores is to guide the selection of a framework in 
this project rather than being an absolute ranking of each 
one. Cocotb was chosen for general functional verification, 
because Python simplifies the integration and reuse of com
plex cryptographic reference models. VUnit was selected to 
provide a low-friction approach for integrating verification 
into existing designs, while OSVVM was chosen for standard 
interface verification because it provides pre-verified Verifi
cation Components (VCs). Sby from the YosysHQ OSS CAD 
Suite [19], [20] was selected for formal verification of com
pact arithmetic blocks. Finally, Hardware-In-The-Loop (HIL) 
verification complements these techniques by exercising the 
implemented system on its target FPGA platform.

III. Case Study: An NTT Accelerator for ML-KEM

ML-KEM [21], [22] is a key encapsulation mechanism 
(KEM) based on the Module-LWE problem over the ring 
𝑍𝑞[𝑋]/(𝑋256 + 1), with 𝑞 = 3329. Its key generation, en
capsulation, and decapsulation operations concentrate their 
cost in SHA3-based randomness generation, sampling and 
compression, and polynomial arithmetic. Direct polynomial 
multiplication costs 𝑂(𝑛2), whereas the NTT reduces it to 
𝑂(𝑛 log 𝑛) by moving polynomials to a representation in 
which multiplication is coefficient-wise. Because 𝑍𝑞 contains 
a primitive 256th root of unity but not a 512th root, the trans
form is evaluated in seven stages of 128 butterfly operations 
[23]. The NTT is therefore a central optimization target in 
ML-KEM hardware [24], [25], with subtle error classes such 
as modular-reduction corner cases, coefficient reordering, and 

incorrect twiddle-factor indexing. For these reasons, the ML-
KEM NTT accelerator was selected as the case study.

The design under verification is based on the lightweight 
accelerator by Yaman et al. [26]. Its Verilog core contains 
modular arithmetic, a unified butterfly, an address generator, 
four dual-port BRAMs, a twiddle-factor ROM and control 
logic. The butterfly supports Cooley-Tukey forward NTT and 
Gentleman-Sande inverse NTT configurations while sharing 
one DSP block. Inverse scaling is distributed across the stages 
through modular divisions by two [27]. A VHDL wrapper 
supplied by Arquimea Research Center exposes NTT and 
inverse NTT operations through AXI4-Stream data interfaces 
and an AXI4-Lite control interface. This mixed-language 
hierarchy, Fig. 1, combines arithmetic, control, memory, and 
standardized interfaces, making it representative of the verifi
cation challenges considered in this work.

kyber_ntt_top.vhd

kyber_hpm1pe.vhd ntt_regs_S00_AXI.vhd

KyberHPM1PE.v single_port_ram.vhd dual_port_ram.vhd

BRAM.v BROM.v addressgenerator.v butterfly.v shiftreg.v

modadd.v modsub.v modmul.v div2.v

intmul.v modred.v

Fig. 1. Design hierarchy. Modules highlighted in green were developed 
by Arquimea Research Center. The module highlighted in gray has other 
submodules.

IV. Verification Pipeline

The verification flow shown in Fig. 2 starts with an analysis 
of the design hierarchy and the nature of each design area, 
then assigns a technique to each area, and finally orchestrates 
the execution of the tests and generates the output artifacts 
(coverage, PASS/FAIL messages and traces).

A. Formal Verification of Modular Arithmetic

Six Sby verification tasks were used to check the integer 
multiplier and the modular operations (addition, subtraction, 
multiplication, reduction, and division-by-two) against refer
ence models expressed with SystemVerilog Assertions. Inputs 
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Fig. 2. Design-oriented verification flow and unified pipeline.

remain symbolic, as the solver explores their domains ex
haustively. For example, all 224 combinations of the 12-bit 
operands of intmul.v are covered. This provides stronger 
evidence than a simulation sweep for arithmetic blocks whose 
inputs may not be fully constrained when reused.

B. Functional Verification with Cocotb

Thirteen Cocotb test files cover blocks with complex refer
ences, subsystems, and integration (top-level module). The 
three levels reuse Python reference models, in particular the 
ntt_model.py reproduces forward and inverse transforms, 
including the distributed inverse scaling implemented by the 
accelerator.

C. AXI Verification with VUnit and OSVVM

Two VUnit testbenches verify the AXI4-Lite register bank 
and the AXI4-Stream input/output path using OSVVM VCs. 
The testbenches check register access, reset behavior and 
backpressure, including a directed stall on the last output 
sample. The testbenches deliberately do not check the correct
ness of the NTT/INTT operation, this represents the different 
roles that VUnit with OSVVM and Cocotb have.

D. Hardware-in-the-Loop Verification

The HIL flow targets an Arty Z7-20 development platform 
and comprises three components. A Vivado block design 
connects the processing system and DDR memory to the 
accelerator through an AXI DMA, a bare-metal application 
configures the AXI4-Lite register bank and performs inter
rupt-driven DMA transfers, and a Python host script opens the 
serial port for communication. The application handles cache 
coherency and transfer timeouts, while the host checks the 

operation identifier, result length and every returned coeffi
cient against the shared ntt_model.py reference.

A single make hil command recreates the Vitis project 
from the Vivado-exported .xsa, builds and loads the bare-
metal application, programs the bitstream, and starts the 
host regression. This stage exercises the implemented accel
erator together with the processing system, DMA, memory 
hierarchy, software, and physical interfaces under the tested 
operating conditions.

E. Orchestration

The project_config.yml file, a Makefile and the 
dedicated Python runners unify the four techniques and sim
plify the execution the different tasks. The YAML file is the 
single source of truth for parameters, HDL sources, tests, sim
ulators, and execution profiles (ci-light and ci-full). 
The ci-light profile selects a fast, license-conscious subset 
intended for each commit, whereas ci-full executes the 
entire suite, including HIL, for less frequent runs. The pipeline 
is designed for CI/CD integration [28]. Deployment on a Git 
hosting and runner infrastructure remains outside the scope of 
this work. Generated traces, reports, and coverage databases 
are collected under output/.

V. Results

All six formal tasks completed successfully within their 
stated assumptions, and the simulation stages produced the 
expected outputs. The full HIL regression applied 1,000 deter
ministic pseudorandom vectors of 256 coefficients to both the 
NTT and inverse NTT modes. All 2,000 hardware executions 
(NTT then INTT) returned the expected operation, result 



length and matched ntt_model.py coefficient by coeffi
cient. More importantly, the layered flow exposed behaviors 
that had not been documented despite prior testing by the core 
developers and the collaborating company:

• Bounded modular reduction. Although modred.v 
accepts a 24-bit input, it does not produce correct 
results over the entire input range. The first ascending 
counterexample occurs at 15,056,938, and a subsequent 
Cocotb sweep identified approximately 500 incorrect 
reductions. Under its intended operating conditions, ac
celerator functionality is unaffected because the input is 
the product of two canonical coefficients and is bounded 
by (3329 − 1)2 = 11075584. Nevertheless, this limita
tion restricts the safe reuse of the module and should 
be documented or enforced through an explicit input 
constraint.

• Ignored validation signal. There is an input signal, 
din_valid, that based on its name and other com
mented code appears to have been intended to generate 
internal load signals depending on the operation. As the 
core is currently implemented it serves no functional 
purpose: a complete polynomial is loaded and trans
formed even when this signal remains low. This is one 
of the more relevant examples of “dead code” in the 
design.

• AXI4-Stream output violation. Under backpressure on 
the final output coefficient, m_axis_tlast is gener
ated combinationally using TREADY. It consequently 
fails to remain stable while TVALID is asserted and 
the receiver is not ready, contrary to the AXI4-Stream 
requirement [29].

• Fixed-length input framing. HIL confirmed that the 
omitted input TLAST signal, which is optional in AXI4-
Stream, does not prevent correct operation when the 
bare-metal application treats exactly 256 transfers as one 
polynomial frame. This is an integration constraint rather 
than a protocol violation.

TABLE I
Measured execution time of the full verification stages.

Stage Tests Time (min:s)

Formal (Sby) 6 tasks 22:14

Cocotb, Questa 13 files 5:29

Cocotb, mixed simulators 13 files 2:46

VUnit/OSVVM 2 benches 2:50

HIL, Arty Z7-20 1,000 vectors 8:06

Regarding the verification pipeline execution time Table I 
shows that formal verification is the most time-consuming 
stage. The 8:06 HIL measurement includes Vitis workspace 
recreation, application build, FPGA programming and all 
2,000 UART-driven hardware cases, Fig. 3. Assigning com
patible Cocotb tests to NVC [30] and Verilator [31] while 
retaining Questa Sim [32] for mixed-language cases reduces 
the Cocotb stage from 5:29 to 2:46, nearly halving its duration 
and reducing demand for commercial licenses. The UCDB 
databases generated by Questa Sim for the Cocotb and VUnit 
tests were merged to obtain aggregate code coverage: 92.75% 

per design unit and 80.71% per instance. The lower per-
instance result is due to the distributed nature of the test suite.

RUN NTT 

KYBER REG0 = 0x00000000 

DMA transfers started 

TX DMA done 

RX DMA done 

RESULT NTT 238 961 525 2698 3146 1001 849 1843 2238... 

DONE 

 

READY format: NTT|INTT c0 c1 ... c255 

PASS NTT vector=999 

case 2000/2000: INTT pattern=random seed=1 vector=999 

 

RUN INTT 

KYBER REG0 = 0x00000001 

DMA transfers started 

TX DMA done 

RX DMA done 

RESULT INTT 2494 916 2616 2144 1778 2014 1842 912... 

DONE 

 

READY format: NTT|INTT c0 c1 ... c255 

PASS INTT vector=999 

PASS 2000/2000 cases

Fig. 3. Results of the HIL verification.

VI. Conclusions and Future Work

This work presented a unified verification pipeline for 
FPGA-based cryptographic accelerators that combines com
plementary verification techniques into a reproducible and 
adaptable workflow. The ML-KEM NTT accelerator case 
study demonstrates how assigning each verification approach 
according to its strengths improves verification effectiveness 
while reducing duplicated verification effort.

Formal verification supplied exhaustive arithmetic evidence 
and identified the modular-reduction reuse limit. Cocotb 
made complex reference models practical and reusable across 
hierarchy levels and HIL. VUnit with OSVVM exposed the 
AXI4-Stream violation under directed backpressure, and HIL 
closed the integration loop on the implemented platform 
with 1,000/1,000 passing vectors while establishing the fixed-
length input framing constraint. Together, the techniques 
revealed arithmetic assumptions, unused control behavior and 
interface non-compliance that a single end-to-end test strategy 
had not exposed.

A centralized configuration file and the implementation of 
regular interfaces for all the verification approaches turn a 
collection of tools into a reproducible pipeline while reducing 
duplicated verification effort via common reference models 
and correctly assigning verification approaches. The pipeline 
supports separating frequent, license-dependent verification 
tasks from complete regressions, although a deployed CI/CD 
service remains future work. Likewise, the reported functional 
and code-coverage evidence applies to the tested properties 
and conditions.

Future work will generalize the directory and runner inter
faces, add simulators, linters, toolchains, and deploy the 
pipeline on an on-premises GitLab service using containers 
and/or virtual machines. Other priorities are requirements-



to-test traceability, functional coverage, broader support for 
cryptographic designs and deeper formal analysis, including 
mutation-based assessment with MCY and proofs spanning 
more cycles.
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